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Hot topics

• Identity fraud
• The Man-In-The-Middle attack
• Two Factor Authentication
• Mutual Authentication
• Biometrics
• Federated Identity 
• PKI and the Gatekeeper reforms 
• Aust Govt Auth. Framework (AGAF) 
• Smartcards in banking and government
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What is authentication? 

The means by which the recipient of 
a transaction or message can make 
an assessment as to whether to 
accept or reject that transaction. 
APEC eSecurity Task Group 1997

Definition is neutral re:
• Technology
• Identity 
• “Trust”

The regulatory landscape

• Technology neutral 
Electronic Transactions Act (Cth) 1999
• The Privacy Act(s)

• Focus on “risk management”

• Best practice ISO 17799, 27001

• Anti-Money Laundering (and Basel II) 
greater onus to “know your customer”
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Technology neutrality

• No discrimination should be made among the 
various techniques that may be used to 
communicate or store information 
electronically (UNCITRAL)

• Correct mindset when framing law & policy 
• Don’t build in assumptions that 
– break down too quickly over time 

– break down in unanticipated situations 

• Governments (quite properly) like to 
avoid picking winners

Perils of Tech Neutrality

• Don’t slip into technology indifference
– not all technologies are equal 

– users sometimes need guidance 

– risk of non-standard outcomes 

See also
Technology Neutrality and Secure Electronic 
Commerce: Rule making in the age of “equivalence”

Michael Baum 1999
http://www.verisign.com/repository/pubs/tech_neutral
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Presentation

Service

Access 
Control

Confirm
• Who is it? 
• Credentials? 
• Entitlements? 
• Currency?  

Authentication actions

Subject Admin Service

EOI

Authenticator

Enrolment

Verify

Access control options

• Shared secret

• Shared secret – TAN card

• Shared secret – Event based OTP

• Biometrics 

• Time Synchronous OTP

• Challenge-Response tokens

• Matrix (or “grid”) card

• SMS
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“Shared Secret”

Subject Service

Service

Compare

Pass-phrase

Lxq@3h3*j3WZ
Fido
Fido9
nehpets
Jackson
password
<null>

Shared Secret – TAN card

Subject Service

Identifier

1234 4567 9012 3456

429582 413302 729432
039982 120041 921473
853580 287528 956437
745569

Service

Compare

Next number
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Subject Service

Service

Compare

Biometrics

FilterMeasure Digitise
Number
Crunch

• Template storage
• Template availability
• Accuracy  
• Processing time 

Sync One Time Password

Subject Service

Compare

Pseudo random number

TimerTimer

Identifier

Service
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“Challenge Response”

Subject Service

Compare

Response

RNGRNG

EncryptChallenge

Service

Identifier

Persistent Authentication

Subject Admin Service

Presentation
Access 
Control

Service

ServiceReview
- Audit
- Dispute Resolution
- Re-wind

Who did what 
to whom?  

- Transaction logs
- Audit logs
- Credentials d/b
- Forensic investigation 

Log
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Electronic signatures

• “Electronic Signature” not defined in ETA

• UNCITRAL: 

Electronic signature means data in electronic form 
in, affixed to or logically associated with, a data 
message, which may be used to identify the 
signatory in relation to the data message and to 
indicate the signatory’s approval of the 
information contained in the data message

Digital signature

• An electronic signature based 
specifically on public key cryptography

• Uses a “key” unique to the user 

• Key should be difficult to copy or steal 

• Signature unique to the data too 
– i.e. provides integrity assurance
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Biometrics

• Performance specifications

• Identity theft 

• Real life performance

•• Performance specificationsPerformance specifications

•• Identity theft Identity theft 

•• Real life performanceReal life performance

Sources of error

Dirt, sensor damage 
Angle / pressure / volume
Injury, ageing
Environmental noise

Sensor error
Sensor-to-sensor 

variation

Filtering
Modeling assumptions
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“Yes”

FAR-FRR tradeoff
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Highly specific system: False Reject

“No”

Highly sensitive system: False Reject
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Biometric odds & ends

• Strategy in event of compromise?

• Check Fail to Enroll rates 

• Insist on liveness detection

• Expect to fine tune thresholds

• http://www.heise.de/ct/english/02/11/114/

• http://www.seweb.uci.edu/faculty/cole

• http://cryptome.org/gummy.htm
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Family Tree
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Staff Cards

E-Passport

RFID?

Authentication Risks

1. Counterfeiting 
– Can the authenticator be copied? 

– Are the technology and the 
manufacturing process sound? 

2. Impersonation 
– Is the enrolment process sound? 

– Are liabilities clear? 

3. Loss of control 
– Is loss of authenticator obvious? 

– How easy is it to look after? 
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Authenticator attributes

1. Physically Two Factor 
– to ward off theft, and make it evident

2. Mutual Authentication 
– to resist spoofing, phishing etc 
– to resist Man In The Middle attack

3. Familiar 
4. Renewable 
5. Reliable
6. Persistent (depending on the app) 

Mapping attributes
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PKI smartcard **** *****�2 � �

Biometric * ***�2 � �
Matrix Card * ****�1 � �
SMS **** ***�2 � �
OTP etc. * ****�2 � �

Shared Secret 1 ***** ?� � �
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Cautions 

The Failure of Two-Factor Authentication

“[Regular] Two-factor authentication 
won’t work for remote authentication 
over the Internet”

Bruce Schneier Crypto-Gram 

March 2005

www.schneier.com/crypto-gram-0503.html#2

US Govt raises the bar

NIST Special Publication 800-63 v1.0.1
Level 4 remote authentication

– 2 factors: “hard token”
– Must resist eavesdroppers 
– Must resist man-in-the-middle attacks

“Only practical solution today uses PKI”

Bill Burr, Manager Security technology, NIST

February 2005
http://asia-pkiforum.org/feb_tokyo/NIST_Burr.pdf
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Man-in-the-Middle attack
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HA
LLE

NG
E

2. R
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Man-in-the-Middle cont.
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Successful attacks

www.f-secure.com/weblog/archives/archive-102005.html#00000668

Oct 2005 Nordea Bank
– TAN Card 

July 2006 Citibank
– Event based OTP Card 
http://blog.washingtonpost.com/securityfix/
2006/07/citibank_phish_spoofs_2factor_1.html

April 2007 ABN AMRO
– Time synchronised OTP Card 
http://www.theregister.co.uk/2007/04/19/
phishing_evades_two-factor_authentication/

Mutual Authentication
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SE
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“Modern PKI”

Post Office
Card holder is:
Stephen Gregory Wilson 

Medicare Australia
Card holder is:
Dr Stephen Wilson Provider #12345

NEHTA
Card holder is:
IHI 333 444 555 

Dept of Foreign Affairs & Trade
Card holder is:
Passport Code 43df29a3b99ffc42 

Electoral Commission
Card holder is:
Voter No. 99999999 

PKI’s fundamental benefits

1. Tamper resistant, long lived evidence of 
“who did what to whom”

2. Digital certificates can bind authority 
information as well as (or instead of) identity 
e.g. credentials, licences, affiliations

3. PKI smartcards are “the only practical 
solution [to eavesdropping & account 
hijacking] today”
Bill Burr (NIST) Asia PKI Forum, Tokyo, Feb 2005 
http://asia-pkiforum.org/feb_tokyo/NIST_Burr.pdf
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Understanding evolves

Meaning

Intended use

Communities

Implemen-

tation

Registration

“e passport”

General purpose 

e-commerce

One: the public

Single one-size-

fits-all certificate

Strict face-to-

face ID proofing

Old PKI Old PKI Old PKI Old PKI 

e business card

Specific B2B apps

Many (industry sectors, 

professions, schemes …)

Multiple certificates, 

increasingly embedded)

Automatic via existing 

member databases

New PKINew PKINew PKINew PKI

• US Patent & Trademark Office 
10% of filing online X $200 saved = $6M p.a

• Pan Asia Alliance

• Health eSignature Authority 

• Land Victoria Online real estate buy/sell

• UK Chip & PIN EMV smartcards

• CableLabs embedded PKI in set-top boxes

• US FIPS-201 employee smartcards

• Skype

PKI best practices
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Smartcard timeline

2003

Bill Gates January 

2003: 

“Over time we expect 

most businesses will 

go to smart card ID”

Dell Latitude with 

built-in smartcard 

reader

15 weeks

04

UK “Chip 

and PIN”

rollout

05

65M

48M

26M

77M

100M

??

Bill Gates February 

2006: 

“passwords won’t cut 

it”

06 08

DHS Access Card

07

New 

Queensland 

Driver 

Licence

07

Smartcard landscape scan

Australia:         1 M ANZ First cards
cf. 12M Credit cards in Australia

Hong Kong: 5 M SMARTICS (6M target)
USA: 4 M staff id cards in DoD

40M PIV cards 2007-10 estimate
18 M Visa & Amex smartcards

Taiwan: 22 M health cards
?? M All mag stripe bank cards replaced

Currently transitioning to EMV
France: 40 M Sesame Vitale health cards

Phase 2 brings PKI, e-signatures
Germany 80 M Gesundheitskarte
UK: 110 M Chip & PIN EMV cards
EMV global:     410 M (approx 40% CAG 2005/06)
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Decentralise fraud control

Detect prescription shopping

Prescription

Dig Sig (Doctor)

Medicare

Detect over servicing

Claim

Dig Sig (Doctor)

Dig Sig (Pt Card)

Expand fraud control
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Notification
Date      2007/03/06

Provider No.: 999999

Condition       xyz 

Event Summary
Sotalol

Angine

BP: 140/100 

Chol: 7.1

Doctor’s surgery

Patient Notes

Patient :    John Citizen
Local ID: 1234
Age 56
Next Kin: Joan Smith

Notes: Angina
BP: 140/100
Cholesterol: 7.1
Prescribe: Sotalol

Sched fee: $40.00
Doctor fee: $60.00
Gap: $20.00

Patient Notes

Patient :    John Citizen
Local ID: 1234
Age 56
Next Kin: Joan Smith

Notes: Angina
BP: 140/100
Cholesterol: 7.1
Prescribe: Sotalol

Sched fee: $40.00
Doctor fee: $60.00
Gap: $20.00

Govt Claim
Date      2007/03/06

Provider No.: 999999

Item             666 

CRN 123456789

CRN AAA999999

Insurance Claim
Date      2007/03/06

Provider No.: 999999

Item       abcdefPolicy 000777xyz

Health 

Record

Govt

Agency B

Govt

Agency A

Insurance

Company

UHI 11112222

Lockstep de-identification

See www.lockstep.com.au/See www.lockstep.com.au/
technologiestechnologies

Benefits of smartcards

• Carry and enforce card holder entitlements

• Can detect abuse offline

• Minimise personal info transmitted over network 
(preserving privacy and improving performance)

• Can indelibly (yet anonymously) mark all 
transactions, to mitigate fraud without 
compromising privacy 

• Provide the “the only practical solution [to 
eavesdropping and account hijacking] today”

• Resist skimming and counterfeiting. 
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Authentication diverges …

2203

1960-70s 1980s 1990s 2000s

… or converges!

1960-70s 1980s 1990s 2000s
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Further reading

• www.lockstep.com.au/library

• www.pkiforum.org/resources

• www.identityblog.com

• piv.nist.gov

• www.antiphishing.org

Stephen Wilson
Lockstep Consulting

swilson@lockstep.com.au
0414 488 851


