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“ Non-lending losses also increased [in 
the second half] with higher levels of 
internet phishing and cheque fraud.”
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ASIC issues alert as 'phishing' reports double

Wednesday 15 June 2005

“The Australian Securities and Investments 
Commission (ASIC) today warned people to beware 
of 'phishing', citing a recent doubling in reports to 
ASIC concerning this financial scam.”

����)00���1����1"��1�	



Lockstep AC Smartcard Summit 2005 June 2005

Copyright © 2004-2005 Lockstep Consulting Pty 
Ltd 3

#�����
"�"��=����

#�����
"������!����
���&��������	������(

���1�
��������
"1��"0�#�%3#�����
"3�����!3&�����2�	����(1���

#�����
"�"��=����

#�����
"������!����
���&�����������������

���1�
��������
"1��"0�#�%3#�����
"3��������3&�����3�����3����1���



Lockstep AC Smartcard Summit 2005 June 2005

Copyright © 2004-2005 Lockstep Consulting Pty 
Ltd 4

����
����������
"

@��	��
������
"

���1���	�����1��
0
���	�������

����������!����=��!�
A

����)00���1���	�������	�1��
0
�������0.0�:9�/�

������ �#����
@��������
�����



Lockstep AC Smartcard Summit 2005 June 2005

Copyright © 2004-2005 Lockstep Consulting Pty 
Ltd 5

�����B�������
"5�

“I know that it sounds very basic, but education is the silver bullet”
C�
� 7	�D����;����E���>��!���
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“The biggest problem in solving phishing is that it is not a 
technology issue”E�����!���������=������E����������,.���
���

“Making consumer identity protection successful is not a technology 
issue”&�������C�
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The Failure of Two-Factor Authentication
Bruce Schneier Crypto-Gram 

March 2005

http://www.schneier.com/crypto-gram-0503.html#2

“Two-factor authentication won’t work for 
remote authentication over the Internet”
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“Only practical solution today uses PKI”
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Bill Gates January 2003: 

“Over time we expect most 

businesses will go to 

smart card ID”

Dell Latitude with built-

in smartcard reader

15 weeks

Smart 

Medicare card

�9�9�9�9

New Queensland 

Driver Licence

Merchant liability 

shifts (TBC)

�(�(�(�(

UK “Chip and 

PIN” rollout
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