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Contemporary PKI

* Gatekeeper

— ATO eBAS certificates

- HeSA > 7,000 certs
* US Patent Office

— 10% of filing online X $200 saved = $6M p.a
* Johnson & Johnson

—Over 100,000 certificates on USB keys
http://middleware.internet2.edu/pkiO4/proceedings

Copyright © 2004-2005 Lockstep Consulting Pty Ltd 1



Lockstep ISIGday PKI 26Nov2004 HANDOUTS.ppt 22 June 2005

Policy developments

AITSF Position Paper

- www.aitsf.aeema.asn.au/resources/doc/documents_10.pdf
“Community Based” PKI

— cf. Federated Identity

- cf. “Bridge” CA

Pan Asia e-commerce Alliance

— China, Hong Kong, Japan, Korea, Macau,
Malaysia, Singapore, Taiwan, Thailand

— Tradelink Hong Kong >100,000 certificates
- www.paa.net

Gatekeeper Policy Committee

Further policy reform

* Get out of Evidence of Identity
* Embrace community PKI
* Promote embedded PKI

* Transition to conformance
assessment regime (per ISO 17025)

* More leadership in re-imagining PKI
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Orthodox PKI laid bare

Card Applications

Card Applications

Certificate distribution
and installation

Card distribution
and activation
Relying Party Agreement
Generic User Agreement

Generic Registration

CP/CPS

Key Generation

Cryptography

Identity crisis
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Smartcards? Yeah right

Chip and PIN barometer
Update on the national rellout of chip and PIN onnd
" T2 millon otk (Mo ot e oo me R
AP ) i Chipand PIN
ki i A ————
i g September 2004
28 M cardholders
(i.e. 2/3 of Britons)
UK cardholders 57 M cards
Ehestcrmencbcs sk 438,000 terminals
mentEcr sy UK chip and PIN fills

http://www.chipandpin.co.uk/reflib/two_thirds_cardholders.pdf

Smartcard timeline
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Bill Gates’ ‘revelation’: over time 65M S
we expect most businesses will 48M Merchant liability
go to smart card ID systems Chip and PIN shift (TBC)

M live in UK
15 weeks
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Dell Latitude with built- %4 of Britons Smart New Queensland
in smartcard reader have smartcards  Medicare card  Driver Licence
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