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• Currency?  
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• Entitlements? 
• Arrangements? 
• “Trust”?
• Interoperability?
• Lifecycle?
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Next number

Identifier

1234 4567 9012 3456

429582 413302 729432
039982 120041 921473
853580 287528 956437
745569
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- Audit
- Dispute Resolution
- Re-wind

Who did what 
to whom?  

- Transaction logs
- Audit logs
- Credentials d/b
- Forensic investigation 
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Electronic signature means data in electronic form 
in, affixed to or logically associated with, a data 
message, which may be used to identify the 
signatory in relation to the data message and to 
indicate the signatory’s approval of the 
information contained in the data message
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10  Signature
Requirement for signature

(1) If, under a law of the Commonwealth, the signature of a 
person is required, that requirement is taken to have been met in 
relation to an electronic communication if:

(a) in all cases—a method is used to identify the person 
and to indicate the person’s approvalof the information 
communicated; and
(b) in all cases—having regard to all the relevant 
circumstances at the time the method was used, the 
method was as reliable as was appropriate for the 
purposesfor which the information was communicated; and
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Enhanced electronic signature means an electronic 
signature in respect of which it can be shown, through the 
use of a security procedure, that the signature: 
(i) is unique to the signature holderfor the purpose for 
which it is used; 
(ii) was created and affixed to the data message by the 
signature holder or using a means under the sole control 
of the signature holder; 
(iii) was created and is linked to the data message to 
which it relates in a manner which provides reliable 
assurance as to the integrity of the message
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Dirt, sensor damage 
Angle / pressure / volume
Injury, ageing
Environmental noise

Sensor error
Sensor-to-sensor 

variation

Filtering
Modeling assumptions
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Matsumoto et al Matsumoto et al ImactImact of Artificial Gummy Fingers on Fingerprint Systemsof Artificial Gummy Fingers on Fingerprint Systems

Proceedings of SPIE Vol. 46772002Proceedings of SPIE Vol. 46772002
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Reference: 
Biometric Authentication Technologies: 
Hype Meets the Test Results
Jim Wayman
San Jose State University, 2002
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PUBLIC READ_MAG1
EXTERN MD1_SEF (XDATA) ;buffer
EXTERN XP (BIT)        ;present
EXTERN M1_CLK (BIT)    ;clk bit

M1_SS     EQU    5       ;start sentinel
M1_ES     EQU    1FH     ;end sentinel

SEG    CODE
READ_1    PROC             

CALL   MAG_
JZ     L?RM1
CALL   

L?RM1:    RET
MAG_SAMP  PROC

MOV    DPTR,#MS1_BUF
MOV    R1,         ;sample ctr

L?MS1:      MOV    R0,#8     ;bit start
L?MS2:      JB     CP,L?MS4

JB     M1_CLK,L?MS2
MOV    C,M1_DQ

L?MS3:    JNB    M1_CLK,L?MS3
MOV    @DPTR,A
INC    DP
INC    R1        sample counter
CJNE   R1,IM,L?MS1

L?MS4:    MOV    A,R1     ;final counter
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��$��:7 “ Non-lending losses increased [through 2004] with 
higher levels of phishing and cheque fraud”
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T����?7� “ ASIC issues alert as ‘phishing’ reports double”
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The Failure of Two-Factor Authentication

“[Regular] Two-factor authentication 
won’t work for remote authentication 
over the Internet”
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NIST Special Publication 800-63 v1.0.1
Level 4 remote authentication

– 2 factors: “hard token”
– Must resist eavesdroppers 
– Must resist man-in-the-middle attacks

“Only practical solution today uses PKI”
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Inquiry into Fraud and E-Commerce, 
Drugs and Crime Prevention Committee, 2004

“The Victorian government should support the 
early roll-out of EMV standard computer-chip 
plastic cards for use in electronic transactions”
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“One reason phishing attacks are successful is that 
unsuspecting customers cannot determine they are being 
directed to spoofed Websites during the collection stage 
of an attack.  … Digital certificate authentication is 
generally considered one of the stronger authentication 
technologies, and mutual authentication provides a 
defence against phishing and similar attacks.”
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Bill Gates January 2003: 

“Over time we expect most 

businesses will go to 

smart card ID”

Dell Latitude with built-in 

smartcard reader

15 weeks

04

UK “Chip and 

PIN” rollout
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65M

48M

26M

77M

100M

Smart 

Medicare card
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New Queensland 

Driver Licence

07

Human 

Services 

smartcard 
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Bill Gates February 2006: 

‘The password is dead’
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