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NOvem ber 2008 Bitcoin: A Peer-to-Peer Electronic Cash System
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Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution. but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
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Within a few years
‘blockchain became a
publication phenomenon.

The trust machine

How the technology behind bitcoin

could change the world
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Far beyond payments, a vast array of use cases for blockchain have been proy
many of them frankly preposterous.

Blockchain is a name for the software underpinning bitcoin that uses complex crvptography and

distributed ledgers — copig

of dollars in locked capital for infrastructure development according to an =

ckchain coupled with near field communication (NFC), could help automate breathing apparatus
7. It could eventuallyjprovide unlimited communication channels jvhen block size is no longer an is
e is successfully reduced. In cases of discrepancy, simply referring to data stored on the blockchaii
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Electronic cash
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To prevent double spend of

electronic cash it was long thought
that a central digital reserve bank or
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monitor all transactions.
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Blockchain 1.0
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Nakamotogot rid of the central umpire by crowsiourcing the
monitoring of all transactions, to reach consensus on their order.



A vast P2P mesh votes on the state of the ledger, periodically publisht
agreed blocks containing hashes of the entire transaction history. Node
are rewarded for their work with random allocations of new Bitcoin.
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If a trusted third party is still
required to prevent double

Other Applications

Bitcoin APIs allow other data

ALand Titles 4 LIS y R Nakairioto 2008}
A Diamonds

A Marriages _A _l\ _‘\/l___ \V —Z=—
A Collectible sneakers —————-————=-:- —<——
A Identities T —— - ——=T—=—C=_L——T

A Health Records

But Blockchain was designed for digital only,
A BTC account holders self register
A Physical assets need registerf-chain.
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Blockchain 1.0
IN Summary

A Permissionless
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A Decentralized

A Available

A Discoverable

A Transparent

A dTrustless




Healthcare

Consensus
Only about the order of entries!
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Availability
Yes, but suitable for patient data?

Confidentiality
Requirekey management

“Today you need an erganlzatlon with endowed rights to provide
you with an |dent|ty like a bank card, a frequent flyer card, or a
credit card,”'® sg barents gave
you a name, th
delivered you toO? y
length, and both parties attested to the time, date, and place of
your arrival by signing your birth certificate. Now they can record
this certificate on the blockchain and link birth announcements

and administrators.

Authority
Blockchain is trusiess

Healthcare is inherently hierarchical.
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ONC Blockchain ChallengBlockchain Healthcare

Workshop
A Address ONC Interoperability Big ideas!

Roadmap, Pt. Centred Outcomeg gt many concerns
Research (PCOR) & Precision & gemantidnteroperability?

Medicine Initiative (PMI) A Patient data on blockchain?
A 70+ submissions: 15 winners A Really reduce data siloes?

2
A Showcased September 2016 A Key Management;

1st Gen blockchain too anarchic
for healthcare.



Third Generation
Synchronous Ledger Tech

A Distributed but concentrated
A Administered
A Focus on key management
A Focus on permissions
A People & Process inherent
A Shift to managed services
Hyperledger Fabric
IBM HPBN
MiCI’OSOft BaaS Concentrated Resources

Distributed Ledger Admin

Other algorithm
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Synchronous Ledger

Technology Services

Synchronous Ledger Technologies,
derived from blockchain principles

constellation : : .
Sh tL St are evolving rapidly and becoming
l available in various forms
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Inspiration
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Disruptive value?
BTC addresses some of the unbanked.
Seems to destabilize some banking.

1stGen very selective decentralization
Restricted asset clagdigital only

3'd Gen synchronizes multiparty data sets
Huge impact in trade, supply chains



