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November 2008

An obscure paper 
appeared
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Within a few years 
blockchain became a 
publication phenomenon.
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Far beyond payments, a vast array of use cases for blockchain have been proposed, 
many of them frankly preposterous. 
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Electronic cash

άaƛƴǘέ

Ledger101 102 103?

To prevent  double spend of 
electronic cash it was long thought 
that a central digital reserve bank or 
άƳƛƴǘέ ǿƻǳƭŘ ōŜ ǊŜǉǳƛǊŜŘΣ ǘƻ 
monitor all transactions. 
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Blockchain 1.0

Consensus Algorithm

Nakamotogot rid of the central umpire by crowd-sourcing the 
monitoring of all transactions, to reach consensus on their order. 
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.ƛǘŎƻƛƴ άaƛƴƛƴƎέ

Consensus Algorithm

A vast P2P mesh votes on the state of the ledger, periodically publishing 
agreed blocks containing hashes of the entire transaction history.  Nodes 
are rewarded for their work with random allocations of new Bitcoin.

`
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Consensus Algorithm

Other Applications

Bitcoin APIs allow other data

ÅLand Titles
ÅDiamonds
ÅMarriages
ÅCollectible sneakers
ÅIdentities
ÅHealth Records

But Blockchain was designed for digital only.
ÅBTC account holders self register
ÅPhysical assets need registering off-chain.

άώ¢ƘŜϐ Ƴŀƛƴ ōŜƴŜŦƛǘǎ ŀǊŜ ƭƻǎǘ 
if a trusted third party is still 
required to prevent double-
ǎǇŜƴŘƛƴƎέ ςNakamoto 2008
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Consensus Algorithm

Blockchain 1.0 
in Summary

ÅPermissionless
Åά!ƴƻƴȅƳƻǳǎέ
ÅDecentralized
ÅAvailable
ÅDiscoverable 
ÅTransparent 
ÅάTrustlessέ



Healthcare

Consensus 
Only about the order of entries!

Availability
Yes, but suitable for patient data?

Confidentiality
Requires key management 
and administrators. 

Authority 
Blockchain is trust-less
Healthcare is inherently hierarchical.



ONC Blockchain Challenge

ÅAddress ONC Interoperability 
Roadmap, Pt. Centred Outcomes 
Research (PCOR) & Precision 
Medicine Initiative (PMI)

Å70+ submissions; 15 winners

ÅShowcased September 2016

Blockchain Healthcare 
Workshop
ÅBig ideas! 
ÅBut many concerns
ÅSemanticinteroperability?
ÅPatient data on blockchain? 
ÅReally reduce data siloes?  
ÅKey Management? 

1st Gen blockchain too anarchic 
for healthcare. 



Third Generation
Synchronous Ledger Tech
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A B C

Admin

ÅAdministered
Permissions

Encryption

a b c

ÅFocus on key management 
ÅFocus on permissions 
ÅPeople & Process inherent
ÅShift to managed services

Hyperledger Fabric
IBM HPBN
Microsoft BaaS Concentrated Resources

ÅDistributed but concentrated

Consensus Process

Other algorithm

Distributed Ledger
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Inspiration

¢ƘŜ ά²ǊƛƎƘǘ .ǊƻǘƘŜǊǎΩ Flyer ƻŦ ŎǊȅǇǘƻŎǳǊǊŜƴŎȅέ

Disruptive value?
BTC addresses some of the unbanked. 
Seems to destabilize some banking.

1st Gen very selective decentralization
Restricted asset class ςdigital only

3rd Gen synchronizes multiparty data sets
Huge impact in trade, supply chains
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