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A data torrent is building
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soon generate data at 1GB/sec

90.000.000 1984-06-01 TRW, Sea

Torrents of data are core to loT
How much will be personal?

Regulators are concerned.
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http://www.markey.senate.gov/imo/media/doc/2015-02- EEY > e Trfﬁk'pnygf‘,H.ﬁfk'.”g 0000

Drivers at Risk

06~.MarkeyReport-Tracking Hacking CarSecurity%202.pdf
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For every device a policy

A In Feb 2015, people noticed that the new
Samsung smart TV with voice operated
remote control had a privacy policy:

NPl ease be aware that 1 f your spoke
or other sensitive information, that information will be among
the data captured and transmitted to a third partyo

A The TV transmits speech to an outsourced
bureau for processing and analysis.
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For every device a policy

So your TV now has a Privacy Policy.

Your electric car has a privacy policy
(Tesla collects your radio listening history).

Your thermostat has a privacy policy ...
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Yes, your ki dos dRovady Paliayw h

Children's Privacy Policy

This Children's Privacy Policy applies to children's use of any applications, web s and online
services of ToyTalk which link to this Children's Privacy Policy (collectively the "Service”). The Service is
intended for families and users of all ages. Although users under 13 are not permitted to create

sounts and are only authorized to use the Service under their parent's account, use of the fice
may involve the creation of audio recordings containing the voices of children under 13 (collectively the
"Recordings”). Because such HEIZ:lZIl'IZiiIWCJ: constitute personal information under the Children’s Online
Privacy Protection Act ("COPPA"), additional information about the collection of personal information
from children under 13 and our pri practices regarding such information is set forth in this Children's

Privacy Policy. This Children's Privacy Policy will control over any conflicting provisions in our general

Privacy Policy as set forth above. A o "children” or "child" in this Children's Privacy Policy
shall mean children under 13 years of age, and all references to the term "parent” shall include legal

guardians.
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s Consent broken?

A Can consent work for loT privacy?
ASome say consent candt wor k

A Consent has been given a bad name by
cynical exercises like Faceb o olata Bsage
Policy, which they claimed provided consent
for the infamous 2014 Mood Study.

http://www.forbes.com/sites/kashmirhill/2014/06/28/facebook-
manipulated-689003-users-emotions-for-science/
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s Consent broken?

The word Aresearcho appeared twice
said was sufficient to mean users had provided consent to the experiment.

How we use the information we receive
A for internal operations, including troubleshooting, datg
analysis, testingy, researgh and service improvement
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https://www.facebook.com/help/?faq=13323

Being genuine about privacy

So we argue consent online has been set up to fail.

| f a digital company really wishes

secondary data usage, I tds not hard
setout what PIlis collected, why it is collected, how and when .
And 1 tds not as i f

the only way to manage

privacy. Apple has made

consent rather moot, by

promising to resist the

temptation to monetise the

personal data it has. That is,

to handle data in the end
usersd iIinterests.

A message from Tim Cook

about Apple’s commitment
to your privacy.
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Data flows In an Internet connected car

Car SW
= 9] WAY

Passenger devices
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Electronic
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smart | | e devices?
Watch? D”Ver
/7 .......................... Service Equipment
Biometric? /I j\ f '& '\ \
Smart Driver Smart Traffic Control
License Other
_ _ Vehicles Smart
Digital Driver Billboards

License App
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Why?

Innumerable parties have reasonable interests in the data from
the Internet of Cars, much of which will be overtly personal, or
otherwise identifiable, and hence will be PII.

Remember that Privacy Principles do not forbid collection of PII;
rather they require collection be reasonably necessary,
proportionate, and open.

A Car companies A DMV

APartsd maker s A Police

A Mapping apps A Regulators

A Geo -location services A Parking garages

A Service outlets A Insurance companies
A Safety systems A Advertisers

A Electricity system
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PARKING

—

To manage privacy in this
potentially chaotic
environment, we need to
Impose some order, just as
we did with the network
technology stack.




