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Plenty of solid
architectures have
been developed for

TRUSTED THIRD PARTY

federated identity. But
time and time again, ect
federation proves

harder than it looks.
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Unknown unknowns

ovVdoud mdudqg r ¢
khjd sghr aden

IdP/RP Counsel

Internet Industry Assoc.

- The Australian Internet Industry Association went &
I IA 2 FA PI IOt long way towards building a shared 2FA hub,

including well written template agreements betwee

B I . the hub and participatingdPsand RPs. But lawyers
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contracts. The legal novelty creates a risk
management situation that cannot be planned
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Harder than it looks

A 1IA 2FA Scheme
A Trust Centre
A MAMBO

A Sxipper
A CardSpace

Federated ldentity is very appealing and
attracts strong support, in the early days of

promising projects and statips. But the
repeated failure demands explanation
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The explanation has been hinted at many times. The MAMBO project (v
Account, My Bank Online) tried to create a single bialependent

account number for all Australians. The project was abandoned after sor
years, because &y S 0 | ¥didQtke céslohreengineering customer
relations proved too high.
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Bob McKinnon, Westpac CIO.
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y - The sheer diversit of
<7+ authenticators suggest
a biological explanation
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THE RECEIVED WISDOM:

A Digital Identity Is a set of claims made
about a digital subject.

And Digital Identities are highly contextual.

THE MISSING LINK:

So, Digital Identities have evolved
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| made an early attempt tanap

authenticationtechnologiesonto afamily . .

tree. But this was guesswork, and like theTranS|ent PerS|St O
intuitive family trees in pragenetic

biology, the tree had some errors.
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Meme (n): a replicable unit of
cultural transmission.

Basic features are shared between digital identities and are selectively
passed down from one generation to the neduch as form factors,
algorithms, identification rulekey lengthsand user interfaces. These
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AFRICAN

The phylogeny of

Little Red Riding Hood

Jamshid Tehrani 2013
Public Library of Science
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Memeticshas been a controversial pursuit, but is undergoing something of a resurgence.
applyingphylogeneticnodelling in an attempt to demonstrate the evolved interrelatedness
digital identities. The tree shown here is of a famous fairy story, and shows the strength q

memeticsin diverse fields of study.
TG10 Huang
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fiThe Authentication |

Authentication evolves
1950 19§O 1970 1980 1990 2000
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Technology corporations were using Q
One time Password fobs before tf Computer 2 S g%§
were adopted in banking. And goi Science ' : %%@

the other way, the 100 point check of \ ~

a

preinternet 1980s fraud prevention

was coopted for no apparent direct (©7

reason in Australian PKI in the 1990s. s T PKI Phone — 7 alliance
biometrics
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