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Is privacy dead?

“People have really gotten comfortable
not only sharing more information and
different kinds, but more openly and with
more people. That social norm is just
something that has evolved over time”

Mark Zuckerberg January 2010
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Or are they selling something?

Zuck: Yeah so if you ever need info about
anyone at Harvard, just ask. | have over
4,000 emails, pictures, addresses ...

[Friend]: What? How'd you manage that one?

Zuck: People just submitted it. | don't know
why. They trust me. Dumb f***s!

Mark Zuckerberg 2004 (age 19)

Don’t caricature the young

“The data show that [young
adults] and older adults are more
alike on many privacy topics than
they are different ...
“Young-adult Americans have an
aspiration for increased privacy
even while they participate in an
online reality optimized to
increase revelation of personal
data.

“Public policy agendas should
therefore not start with the
proposition that young adults do
not care about privacy.”

HOW DIFFERENT

ARE YOUNG ADULTS
FROM OLDER ADULTS
WHEN IT COMES TO
INFORMATION PRIVACY
ATTITUDES & POLICIES?

APRIL 14, 2010
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Is privacy dead?

“If you have something
that you don't want
anyone to know,
maybe you should not
be doing it in the first
place”

Eric Scmidt (Google)
December 2009

“T've Got Nothing to Hide” and Other
Misunderstandings of Privacy
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Identity theft

Trends in Credit Card Fraud Categories FY2006-11
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Medical data breaches

InformationWeek

THE BUSINESS VALUE OF TECHNOLOGY

Utah's Medicaid Data Breach Worse Than Expected

Utah Department of Technology Services (DTS) reveals 780,000
individuals have been affected by the theft of sensitive Medicaid
information. That's far worse than initial estimates.

By Micole Lewis, InformationV\Week
April 11, 2012
URL: http:/fwww informationweek. comffnews/healthcare/security-privacy/232900128

Medical data breaches
r

Because ‘Insia
Monitor |

NYC hospital system breach affects 1.7 million

Angela Moscaritolo February 24, 2
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The New York City Health and Hospitals Corp. {HHC), the city’s municipal
hospital system, has begun notifying 1.7 million individuals about the theft of
electronic record files that contained their personal information.

What type of personal information? Full names, addresses, Social
Security numbers, medical record numbers, health insurance information,
diagnosis and treatment data, telephone numbers, mothers' maiden names
and birth, admission and discharge dates.

What happened? The computer backup tapes were stolen on Dec. 23 from
the truck of HHC's record management services vendor, GRM Information

Management Services, while being transported to a secure location. At the
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Q: Why do you rob
banks?

A: Because that's where
the money is

Willie Sutton*

Medicine 2.0

Boston, September 2012

http://Iwww.medicine20congress.com

¢ Clinical Trial Apps for Mobile Devices - Evidence for take away?

* Feasibility Testing of an Electronic Symptom Diary for Adolescents with Cancer
* Teledermoscopy through a Smartphone App

¢  Use of Mobile Health Technology as an Intervention for Type Il Diabetes

¢ Feasibility of a Mobile Phone Based System to Increase Vaccine Coverage and
Timeliness Through Conditional Cash Transfers and Short Message Reminders in Rural,
Western Kenya

* Mobile Application for Prevention and Management of Heart and Stroke Risk Factors

* The Connectivity Matrix of Implantable Cardiac Devices for the Integration of Remote
Device Data in the Electronic Medical Record

* Internet and Mobile Technology Use Among Urban African American Parents
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Smartcards
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What’s so smart?
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A day in the digital life

Internet banking
E-commerce
Employment
Telecommuting
Health information
Education & Training
E-Health Records
Social security payments

Tele consultation
Medical OSN

Copyright © 2012 Lockstep Consulting



IIR Managing Patient Confidentiality & Info Governance Conference 2012

Just how joined up?
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Smart data collection

(1) Distribute investigator
study software, treatments,

subject ID cards (6]

(2) Enrol

o o
'ﬁ'ﬁ'ﬁ'{

1

Logistics
Randomisation

Card management

Data Collection

Study admin
Smart data collection
(6) Conduct tests,
collate data with
study software
9 e —
(5) Follow-up (7) De-identify data, sign | _Study admin
with smartcard, send to
admin
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Patient empowerment

Logistics

Data Collection

Study admin

_/

Privacy is ...

* Not about security

* Not all about secrecy
— Few people want anonymity

e |s about control

* Is about respect
— Use limitation, Openness etc.
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Further reading

* Anonymity & Pseudonymity in eResearch via smartcards and
Public Key Infrastructure
eResearch Australasia conference, Manly (Sydney), 2009
www.eresearch.edu.au/wilson2009

*  What’s so smart about smartcards?
http://lockstep.com.aullibrary/babysteps/lockstep bs10 what ma
kes smar.pdf

e Smartcards and prescription shopping
http://lockstep.com.aullibrary/babysteps/babysteo_07_smartcard
s_and_pr.pdf

e Patjent Privacy and Security - Not a zero sum game!

Wilson et al, Australian Epidemiologist V12.1, 2005
http://lockstep.com.aul/library/ehealth/patient privacy and security

Discussion

swilson@lockstep.com.au '
www.lockstep.com.au T

Copyright © 2012 Lockstep Consulting

11



