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Is privacy dead? 

“People have really gotten comfortable 
not only sharing more information and 
different kinds, but more openly and with 
more people. That social norm is just 
something that has evolved over time” 

Mark Zuckerberg January 2010



IIR Managing Patient Confidentiality & Info Governance Conference 2012

2

Copyright © 2012 Lockstep Consulting 

Or are they selling something? 

Zuck: Yeah so if you ever need info about 
anyone at Harvard, just ask. I have over 
4,000 emails, pictures, addresses … 

[Friend]: What? How'd you manage that one?

Zuck: People just submitted it. I don't know 
why. They trust me.  Dumb f***s!

Mark Zuckerberg 2004 (age 19)

Don’t caricature the young

“The data show that [young 
adults] and older adults are more 
alike on many privacy topics than 
they are different ... 
“Young-adult Americans have an 
aspiration for increased privacy 
even while they participate in an 
online reality optimized to 
increase revelation of personal 
data. 
“Public policy agendas should 
therefore not start with the 
proposition that young adults do 
not care about privacy.”
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Is privacy dead? 

“If you have something 
that you don't want 
anyone to know, 
maybe you should not 
be doing it in the first 
place”

Eric Scmidt (Google) 
December 2009
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Medical data breaches

Medical data breaches
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Q: Why do you rob 
banks?

A: Because that's where 
the money is

Willie Sutton*

Medicine 2.0

Boston, September 2012

http://www.medicine20congress.com
• Clinical Trial Apps for Mobile Devices - Evidence for take away?

• Feasibility Testing of an Electronic Symptom Diary for Adolescents with Cancer 

• Teledermoscopy through a Smartphone App 

• Use of Mobile Health Technology as an Intervention for Type II Diabetes 

• Feasibility of a Mobile Phone Based System to Increase Vaccine Coverage and 
Timeliness Through Conditional Cash Transfers and Short Message Reminders in Rural, 
Western Kenya 

• Mobile Application for Prevention and Management of Heart and Stroke Risk Factors 

• The Connectivity Matrix of Implantable Cardiac Devices for the Integration of Remote 
Device Data in the Electronic Medical Record 

• Internet and Mobile Technology Use Among Urban African American Parents
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Smartcards

Habit forming
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Know what’s going on around them

• Access controls

• Mutual authentication, reader-to-chip

• Anti-skimming

• Self-monitoring

• Transaction signing

What’s so smart?

A day in the digital life

Internet banking 

E-commerce 

Employment 

Telecommuting 

Health information 

Education & Training 

E-Health Records 

Social security payments 

Tele consultation 

Medical OSN
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Just how joined up? 

?

Stephen Wilson

Stephen Wilson

Steve

Mr X.

Superman

Stephen Wilson

Identity in your pocket

Acct 123456

Steve

FF 123456

Mr X

Stephen Wilson

Superman
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Smart data collection

(1) Distribute investigator 
study software, treatments, 
subject ID cards

Study admin

Randomisation

Logistics

Data Collection

Card management
Pt

(2) Enrol

(3) Issue

Trial ID 123456

Smart data collection

(5) Follow-up Study admin

Randomisation

Logistics

Data Collection

RAPt

(6) Conduct tests, 
collate data with 
study software 

(7) De-identify data, sign 
with smartcard, send to 
admin

Trial ID 123456
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Patient empowerment

Study admin

Randomisation

Logistics

Data Collection

RAPt

Trial ID 123456

Privacy is ... 

• Not about security 

• Not all about secrecy

– Few people want anonymity

• Is about control 

• Is about respect 

–Use limitation, Openness etc.
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Further reading

• Anonymity & Pseudonymity in eResearch via smartcards and 
Public Key Infrastructure 
eResearch Australasia conference, Manly (Sydney), 2009 
www.eresearch.edu.au/wilson2009

• What’s so smart about smartcards? 
http://lockstep.com.au/library/babysteps/lockstep_bs10_what_ma
kes_smar.pdf

• Smartcards and prescription shopping
http://lockstep.com.au/library/babysteps/babysteo_07_smartcard
s_and_pr.pdf

• Patient Privacy and Security - Not a zero sum game!  
Wilson et al, Australian Epidemiologist V12.1, 2005 
http://lockstep.com.au/library/ehealth/patient_privacy_and_security_

swilson@lockstep.com.au
www.lockstep.com.au

Discussion


